( START ) 



RECEIVE MULTIMEDIA DATA STREAM FROM A DATA SOURCE 



PROCESS (COMPRESS/TRANSFORM) THE MULTIMEDIA DATA STREAM 



GENERATE A DIGITAL WATERMARK BASED ON THE CAPABILITIES OF THE SOURCE 



COMBINE THE DIGITAL WATERMARK AND THE PROCESSED 
MULTIMEDIA DATA STREAM INTO A DATA TRANSMISSION UNIT 



TRANSPORT THE DATA TRANSMISSION UNIT TO A DESTINATION PROCESSOR 



DETECT AND EXTRACT THE WATERMARK IN THE DATA TRANSMISSION UNIT 



DETERMINE, BASED ON THE EXTRACTED WATERMARK, THE CAPABILITIES OF THE SOURCE 



NEGOTIATE WITH THE SOURCE, PARAMETERS FOR 
COMMUNICATION BASED ON THE DETERMINED SOURCE CAPABILITIES 



COMMENCE DATA COMMUNICATIONS BETWEEN THE SOURCE AND 
DESTINATION UNITS USING THE NEGOTIATED PARAMETERS 
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FIG.2 



RECEIVE THE DATA TRANSMISSION UNIT AND DETECT 
IF IT IS ADDRESSED FOR THE DESTINATION UNIT 



GENERATE A PREDETERMINED WATERMARK EXTRACTION MASK 
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USE DEFAULT CAPABILITIES FOR COMMUNICATION 
BETWEEN WITH THE SOURCE UNIT 



DETECT SOURCE UNIT CAPABILITY PARAMETERS 
FROM THE EXTRACTED WATERMARK SIGNATURE 
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NEGOTIATE COMMUNICATION CAPABILITIES 



REMOVE THE WATERMARK FROM THE PROCESSED 
MULTIMEDIA DATA IN THE TRANSMISSION DATA UNIT 
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CONTINUE WITH 
SUBSEQUENT 
COMMUNICATION 
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CONVERT THE PROCESSED MULTIMEDIA DATA 
INTO UNPROCESSED MULTIMEDIA DATA 





FIG.3 



MULTIMEDIA DATASTREAM 
(UNCOMPRESSED) 
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COMPRESSION 



COMPRESSED MULTIMEDIA 
DATASTREAM 



DETERMINE SOURCE 
CAPABILITIES 
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GENERATE SOURCE 
CAPABILITIES SIGNATURE 
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WATERMARKED MULTIMEDIA 
DATASTREAM 
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TRANSMIT WATERMARKED 
MULTIMEDIA DATASTREAM 



FIG.6A 



RECEIVE WATERMARKED 
MULTIMEDIA DATASTREAM 
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MASK DATASTREAM NON- j 
CRITICAL BITS 
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RECOVERED MULTIMEDIA 
DATASTREAM 
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MULTIMEDIA DATASTREAM 
DECOMPRESSION 



RECOVERED MULITMEDIA 
DATASTREAM 



DETERMINE DESTINATION 
CAPABILITIES 
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RECOVER SOURCE 
CAPABILITIES SIGNATURE 



DETERMINE SOURCE 
CAPABILITIES 



62 

u 



COMPARE SOURCE AND 
DESTINATION 



DETERMINE HIGHEST 
COMMON SOURCE/ 
DESTINATION CAPABILITIES 
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FIG.6B 



